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ID-kaardi teenus

ID-kaardi teenus loeb jaatmejaama rakenduselt vastava paringu saades kaardilt
isikuandmete faili sisu ja edastab selle rakendusele. Teenus on realiseeritud vabavaralisi
avatud lahtekoodiga teeke kasutades. Paringud saabuvad ja vastused saadetakse
HTTPS protokolli vahendusel.



1.1 Paigaldamine

1. Loo uus kaust (edaspidi ,Paigalduskaust®).

[ e
@Ov|- Desktop # - Jil | Search Desktop e |
Organize = Include in library = Burn Mew folder j‘j + i @

.0 Favorites
& Downloads

@ Documents

Ji Music

-J 6 items

* | Libraries
System Folder

MNetwork

2l Recent Places View »
Bl Desktop Esko Sort by 3
& System Folder Group by »
PR Desktop o Refresh
o L] Computer
) Libraries ! System Folder Paste

Paste shortcut
Undo Mowve Ctrl+Z

(5] Pictures | System Folder

'8 podcasts @l SVN Checkout...

Subversion Control Panel @ TortoiseSVN »

: 0 Pell System Folder

E Videos 4 New 5

A Eske e Recvcle Bi
" ecycle bin B2  Screen resolution

1% Computer 587 System Folder =
€l Network i W Gadgets
@ Control Panel Q Personalize
& Recycle Bin

EELEEEEED D b

W ®0

Folder
Shortcut

AutoHotkey Script

Bitmap image

Contact

Microsoft Word 97 - 2003 Document
Microsoft Word Document
OpenDocument-joonistus
OpenDocument-esitlus
OpenDocument-arvutustabel
OpenDocument-tekst

Microsoft PowerPoint Presentation
Microsoft Publisher Document
Text Document

Microsoft Excel Worksheet
Compressed (zipped) Folder

Briefcase




2. Anna kaustale sobiv nimi.

%v|- Desktop » - |4f| | Search Desktop 2 |

Organize * = Open Include in library » Share with = E-rnail Burn Mew folder =+ 0O @I

- -~
5 Favorites i
4. Downloads

‘E_;.] Recent Places

Q
Bl Desktop Esko
System Folder

Libraries
System Folder

B Desktop -
= Libraries
@ Documents

Cormputer
System Folder

J’ LT = Metwork
[ Pictures JI Systern Folder
'8 podcasts
Subversion Control Panel
i Videos System Folder
A Esko P _
18 Computer ? 5 Recycle Bin
P ; System Folder
W Metwork
@ Control Panel ID-kaart
& Recycle Bin — J File folder

. ID-kaart

—

ID-kaart Date modified: 5.02.2018 10:56
File folder




3. Lae alla ja ava fail http://service.eomap.ee/evaldfiles/id-kaart.zip

ol

@O"'—iﬂ v Esko » Downloads » id-kaartzip » - |$f|| Search id-kaart.zip P|
Organize * Extract all files == il Iﬁl
¥ Favorites MNarme B Type Compressed sig

& Downloads . install File folder
“E--_"_' Recent Places M lib File folder
Bl Desktop L sl File folder
1 work File folder
Bl Desktop id-kaart.crnd Windows Command Script
- Libraries (V| id-kaart.config XML Configuration File
@ Documents install.crd Windows Command Script
JF Music
[ Pictures
'8 podcasts
Subversion
E Videos
2 Esko
Lo Computer
T! Metwork
@ Control Panel
£ Recycle Bin
1 m b
7 items



http://service.eomap.ee/evaldfiles/id-kaart.zip

4. Paki fail lahti paigalduskausta.

@Ovl L. » ID-kaart » - |‘1 | | Search ID-kaart P |
Organize « Include in library « Share with « Burn Mew folder =~ [ l@l
¥ Favorites Name . Date modified Type Size

& Downleads 1 install 5.02.2018 13:31 File folder |
‘E—-—_ﬂ Recent Places N lib 5.02.201813:31 File folder
B Desktop L ssl 5.02.2018 13:31 File folder
1. work 3.11.2017 13:58 File folder
Bl Desktop id-kaart.cmd 5.02.201813:31 Windows Comma... 1KB
= Libraries $1 id-kaart.config 5.02.201813:31 XML Configuratio... 1KE
@ Documents install.cmd 5.02.201813:31 Windows Comma... 1KBE
Jll Music
[ Pictures
':"%:' Podcasts
Subwersion
‘ Videos
A Esko
18 Computer
9! MNetwork
@ Contrel Panel
£ RecycleBin
1. ID-kaart




5. Loo kaivitamise lintsustamiseks otsetee.

=,
@U-| | » ID-kaart »

- | +y | | Search ID-kaart

& Pictures
'8 podcasts
Subversion
B8 Videos
A Esko
18 Computer
¢! Metwork
@ Control Panel
& Recycle Bin
1. ID-kaart

id-kaart.cmd
Windows Command Script

B

2 ®BE

Date modified: 5.02.2018 13:31
Size: 752 bytes

Run as administrator
Troubleshoot compatibility
1-Zip

Edit with Notepad++

KDiff3

Allkirjasta digitaalselt
Kripteeri

Scan with Microsoft Security Essentials...

Edit with Vim
TortoiseSVN

Restore previous versions
Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Organize + Open Print Burn Mew felder =~ [ @
¥ Favorites Name ’ Date modified Type Size
4 Downloads 1 install 5.02.201812:31 File folder
“Z| Recent Places ik 5.02.201813:21 File folder
B Desktop L ossl 5.02.201813:31 File folder
1 work 311.201713:58 File folder
Bl Desktop id-kaart.cead 509 918 1337 Windows Comma... 1KB
- Libraries ¥ id-kaart.q Open XML Cenfiguratio... 1KB
@ Documents install.crr Edit Windows Comma... 1KE
& Music Print

@@v |- Desktop »

- | +y | | Search Desktop

Organize + Include in library =

Burn Mew folder

=

. Favorites
4 Downloads
“El Recent Places
Bl Desktop

Bl Desktop

4 Libraries
@ Documents
J‘ Music
[ Pictures
'8 podcasts
Subversion
B videos

A Esko

- Computer

?' Metwork

[E3 Contral Panel

£ Recycle Bin
.. ID-kaart

-J 7 items

(™ Libraries

| System Folder
| | Computer

I System Folder

e

Esko
System Folder

Network
Systemn Folder

=
GE ;:ontrol;alr;el ':":_ EecycleFBde
3 3
ystem Folder 3 ystem Folder
View 2
ID-kaart
m. File folder Sort by ’
Group by 2
Refresh
Paste

Paste shortcut

Unde Rename

SVMN Checkout...
TortoiseSVMN

B

MNew

Gadgets

Personalize

B %@

Screen resolution

Ctrl+Z




@@v|- Desktop » - | +y | | Search Desktop P |
Organize « Open Print Burn Mew folder B3« [ @
0 Favorites (™ Libraries Esko

4 Downloads | System Folder Systemn Folder
“*_-:_l Recent Places
Pl Desktop | | Computer ) Network
I System Folder | System Folder
M Deskioy P
— p ofg_-g Control Panel »  RecycleBin
il Libraries el Systemn Folder "‘I" Systemn Folder
@ Documents :
Jg Music ID-kaart id-kaart.cmd
Pict h}‘ File folder Windows Command Script
(Bl Pictures 752 bytes
'8 podcasts
Subversion
E Videos
A Eske
18 Computer
?- Metwork

58 Control Panel
£ Recycle Bin
.. ID-kaart

id-kaart.cmd
Windows Cemmand Script

i

Date modified: 5.02.201813:31
Size: 752 bytes

Date created: 23.03.2018 12:31

6. Kaivita administraatori digustes fail install.cmd.

-

. R - (=] © ]
- A .

@’Qv| . v Computer » O5(C) » ID-kaart » - 4¢|| Search ID-kaart P|
Organize - Open Burn Mew folder =~ [ @
Y Favorites MName Date modified Type

4 Downloads . install 23.03.2017 11:01 File folder
"5l Recent Places W lib 23.03.2017 11:01 File folder
B Desktop L ossl 23.03.2017 11:01 File folder
i 1 work 23.03.2017 10:38 File folder
B Desktop 1 id-kaart.cd 23.03.2017 10:10 Windows Com
4 Libraries ¥ id-kaart.config 23.03.2017 9:34 AML Configurat]
@ Documents install,— —_— Windows Com
J! Music D?en
[=| Pictures L4 Edit
"2 podeasts —
Subversion '@ Run as administrator
E Videos Troubleshoot compatibility
A Eske 1-Zip v
1% Computer [ Edit with Motepad++
?‘! Metwork KDiff3 ,

@ Control Panel
£ Recycle Bin

Pl sl 1Y)

install.cmd

Windows Command Script

Date medified: 23.03.2017 1

™ | —

Size: 87 bytes

Allkirjasta digitaalselt
Scan with Microsoft Security Essentials...

Edit with Virm

TortoiseSVMN >




7. Vasta jaatavalt turvakusimusele.

-

By User Account Control l&]

Do you want to allow the following program to make

changes to this computer?

Prograrn name:  Windows Command Processor
Verified publisher: Microsoft Windows

v Show details - Yes i | MNo

Change when these notifications appear

8. Oota paigaldustegevuste Idppemiseni.

-

BN Administrator: ChWindows\System32\cmd.exe | = (=] |i3-]

Hoot
Signature matches Public Key
Helated Certificates:

Exact match:

Element 5:

Serial Mumber: el4e?dtlalle8?c2 .

IESEEP: CH=Geodata Arendus Root CA, O0=Geodata Arendus OU, L=Tallinn, S=Harjumaa.
MotBefore: 23.03_2017 7:43

MotAfter: §.08.2044 2:43 .

SHEJEEt: CH=Geodata Arendusz Root CA, 0=Geodata Arendus OU, L=Tallinn, 5=Harjumaa
Signature matches Public KHevw

Root Certificate: Subject matches Issuer

Template:

Cert Hash<shal>: 3d ?d eV e8 02 ba 9d 22 89 40 45 10 12 77 he db 08 37 ?c f1i

Certificate '"CM=Geodata Arendus Root CA, O=Geodata Arendus 0ii, L=Tallinn. S=Harj
umaa, C=EE'" already in store.
CertlUtil: —addstore command completed successfully.

Directory: GC:sProgram Files~Mozilla Firefox“defaultspref

LastWriteT ime Length Hame
5.02_ 2018 1306 48 geodata.js

Directory: GC:sProgram Files (xB63-<Mozilla Firefox“defaultsspref

LastWriteT ime Length Hame
48 geodata.js

Prezz any key to continue

-

9. Vajuta suvalist klahvi.



1.2 Alustarkvara

Teenuse toimimiseks on tarvis paigaldada allpool kirjeldatud teegid ja utiliidid.

1.2.1 OpenSC

Vajalik ID-kaardi poole podrdumiseks.

1. Lae alla aadressilt https://github.com/OpenSC/OpenSC/releases/latest vastavalt kontrolleri

/o
€

keskkonnale win32 véi win64 versioon. Vali ,Light* variant.

Relea

D @ GitHub, Inc. (US) | https://github.com/OpenSC/OpenSC/releases/tag/016.0

O Personal Open source Business Explore

OpenSC/ Op

<> Code I

<0 Teebalf

© 2016 GitHub, Inc

enSC

ssues 22

s

©0160

Unverified

Term

s Privacy

Pricing Blog Support  This repository
© Watch

Pull requests 6 Projects 0 Wiki Pulse Graphs

OpenSC 0.16.0

100 HrSar 546 YFork 283

D) viktorTarasov released this on 3 Jun - 131 commits to master since this release

OpenSC 8.16.8

Downloads
@ OpenSC-0.16.0-win32_vs12-Light-Release.msi

@ OpenSC-0.16.0-win32_vs12-Release.msi

@ OpenSC-0.16.0-win64_vs12-Light-Release.msi
@ OpenSC-0.16.0-win64_vs12-Release.msi
T QpensC-0.16.0.dmg
O opensc-0.16.0.tar.gz
D source code (zip)

[ source code (tar.gz)

Security Status Help

Contact GitHub

1.98 MB
4.89 MB
2.05 MB
856 MB
119 MB

168 MB

AP Training Shop Blog About

—
se OpenSC0160 - Op.. % |+ = e S|
¢ ||DLs @ ¥ & & =
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https://github.com/OpenSC/OpenSC/releases/latest

2. Kaivita allalaetud fail. Vasta jaatavalt turvakisimusele.

r =
Open File - Security Warning lﬂ

The publisher could not be verified. Are you sure you want to
run thizs software?

Mame: ..ds\OpensC-0.16.0-wing4_vsl2-Light-Release.msi
Fublisher: Unknown Publisher

Type: Windows Installer Package
From: ChUsers\Esko\Downloads\OpensC0.16.0-wing4..,

E Run | [ Cancel

Always ask before opening this file

publisher. You should onby run software fram publishers you trust.

|@| This file does not have a valid digital signature that verffies its
L
= How can | decide what software to un?

L

3. Liigu edasi.

ﬁ' OpensC smartcard framework Light (64bit) Setup

= e |

Cancel to exit the Setup Wizard.

e, Welcome to the OpenSC smartcard
+> UpensC framework Light (64bit) Setup Wizard

The Setup Wizard will install OpenSC smartcard framework
Light (54bit) on your computer, Click Mext to continue or

Back Mext

[ Cancel

11



4. Noustu litsentsitingimustega.

ﬁ! OpensC smartcard framework Light (64bit) Setup I. = | ﬁ]
End-User License Agreement .
Flease read the following license agreement carefully -.;/ [IPEI'IEI:

»

GNU LESSER GENERAL PUBLIC LICENSE 3

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation,

Inc.
51 Franklin Street, Fifth Floor, Boston, MA ©2118-
1301 UsA

Everyone 1s permitted to copy and distribute
verbatim copies
of this license document, but changing 1t 1s not -

[¥]1 accept the terms in the License Agreement

[ et | [ Bak |[ nNext | [ cancel

b

5. Vali paigaldusvariant ,Typical®“.

ﬁ' OpensC smartcard framework Light (64bit) Setup l = | 5
Choose Setup Type )
Choose the setup type that best suits your needs -.;/ UPEHEE
[ Typical ]

Installs the most common program features. Recommended for most users.

[ Custom ]

Allows users to choose which program features will be installed and where
they wil be installed. Recommended for advanced users,

[ Complete ]

All program features wil be installed. Reguires the most disk space.

12



6. Kaivita paigaldusprotsess. Vasta jaatavalt turvakisimusele.

i B
ﬁ! OpensC smartcard framework Light (64bit) Setup EI_Iﬂ

Ready to install 0penSC smartcard framework Light {ﬁ-4h'|t} o, [IPEI'IEE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ][ I@.‘Insmll ] [ Cancel ]

r ~
# User Account Cantrol - —— g = ﬁ

Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Prograrm name:  CAUs, \Open5C-0.16.0-windd_vsl2-Light-Release.msi

Publisher: Unknown
File crigin: Downloaded from the Internet
(v Show details Ve || Mo

Change when these notifications appear

13



7. Oota paigaldustegevuste Idppemiseni.

L

ﬁ! CpeniC smartcard framework Light (64bit) Setup

(=] ]

“» OpenSC

Completed the OpenSC smartcard
framework Light (64bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

8. Sulge paigaldusprogramm.

14



1.2.2 Socat

Vajalik rakenduselt tulevate paringute vastuvotmiseks ja vastuste saatmiseks.

1. Lae alla ja ava fail https://github.com/StudioEtrange/socat-windows/archive/1.7.2.1.zip

| S |

. y=| 1 » Esko » Downloads » socat-windows-1.7.2.1zip » v | ¥ || Search socat-windews-1.7.2.1.zip Pl
s

Organize = Extract all files

0 Favorites
4 Downloads
=l Recent Places
Bl Desktop

B Desktop

4 Libraries
@ Documents
Jﬁ Music
[&=] Pictures
? Podcasts
=l Subversion
B videos

2 Eske

M Computer

"j Metwork

@ Contral Panel

£ Recycle Bin
. ID-kaart

j 1 item
i

- 0 @
MName Type Compressed size Password ..  Size

. socat-windows-1.7.2.1 File folder

4 n 2

—
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https://github.com/StudioEtrange/socat-windows/archive/1.7.2.1.zip

2. Liigu alamkausta socat-windows-1.7.2.1

mﬁlg

@Ov| |, » Eske » Downloads »|socat-windows-1.7.21zip » socat-windows-1.7.21) - | g | | Seuﬂso:af—l’f:'r.'dov.fs—_f.F’.2._T Fe |
Organize » Extract all files B== « [ @
Y Eavorites Name : Type Compressed size Password ... Size

& Downloads || BUGREPORTS File 1KE Ne
| Recent Places || CHANGES File 15KE MNo
Bl Desktop || COPYING File TKB No

%) cygerypto-1.0.0.dII Application extension 639KE MNo

Bl Desktop %) cyggee_s-1.dll Application extension 40KE Mo
il Libraries %) cygncursesw-10.dll Application extension 119KB No
@ Documents %] cygreadlined.dll Application extension 82KE MNo

J’ Music %) cygssl-1.0.0.dll Application extension 140 KB Mo

[E5] Pictures %) cygz.dll Application extension 41KE No

"9 padcasts %] cygwinl.dll Application extension BETKE MNe

Subversion %] cygwrap-0.dil Application extension 14 KB MNo

B videos || EXAMPLES File 6KE Mo

B Esko || FAQ File 2KB Mo
Ll Computer || README File 6KB Mo
€l Network =] README.md MD File 1KE Mo
@ Control Panel L | SECURITY File 1KE Ne
£ Recycle Bin [=] socat.exe Application 120KB No

| ID-kaart || VERSION File 1KE Mo
< ] 3
18 items

3. Paki fail lahti paigalduskaustas asuva kausta ,lib“ alamkausta ,socat (failid on lubatud

paigutada ka mujale, kuid sel juhul tuleb muuta teenuse seadistusfaili).

[ = | B )
——., -

@le b Pﬁ)—k,aart » lib » socat| i, - | ‘,-| | Search socat pel |
Organize » Include in library « Share with = Burn New folder =+ O @
Y Favorites MName . Date modified Type Size

& Downloads || BUGREPORTS 5.02.2018 13:51 File 1KB
2 Recent Places || CHAMGES 5.02.201813:51 File 38 KB
Bl Desktop || COPYING 5.02.2018 13:51 File 18 KB

%) cygerypto-1.0.0.dll 5.02.2018 13:51 Application extens... 1515KE

B Desktop %] cyggee_s-1.dll 5.02.2018 13:51 Application extens... 80 KB
- Libraries %) cygnecursesw-10.dIl 5.02.201813:51 Application extens... 245 KB
@ Documents %] cygreadlined.dll 5.02.201813:51 Application extens... 163 KB

& Music %] cygssl-1.0.0.dll 5.02.201813:51 Application extens... 359 KB
[ Pictures %] cygz.dll 5.02.201813:51 Application extens.., T2KB
'@ podcasts %) cygwinl.dil 5.02.2018 13:51 Application extens... 2235KB
Subwversion %] cygwrap-0.dil 5.02.2018 13:51 Application extens... 28 KB
B Videos || EXAMPLES 5.02.2018 13:51 File 17 KB

A Esko L | FAQ 5.02.201813:51 File 4 KB
18 Computer || README 5.02.2018 13:51 File 12KB
€l Network |&'| README.md 5.02.201813:51 MD File 2KB
3 Control Panel || SECURITY 5.02.2018 13:51 File 2KB
£ RecycleBin (2] socat.exe 5.02.201813:51 Application 358 KB

. ID-kaart || VERSION 5.02.201813:51 File 1KB

18 items
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1.3 Seadistamine

1.3.1 Teenus

Uldjuhul puudub vajadus teenuse seadistamise jarele. Teenuse sedistusparameetrid asuvad

failis id-kaart.config. Jargnevalt on esitatud parameetrite tdhendused.
1. socat_path — Socat utiliidi asukoht
2. eidenv_path — OpenSC teegi koosseisu kuuluva utiliidi asukoht
3. listen_port — HTTP pordi number. NB! Mitte muuta eelnevalt rakenduse haldajaga
konsulteerimata.
1.3.2 Tulemudiir

Kui tulemaur takistab ligipaasu pordile 50000 kohalikust stusteemist parit paringutele, siis tuleb
ligipaas voimaldada. Turvakaalutlustel on soovitatav ligipaas pordile 50000 teistest
susteemidest tulevatele paringutele sulgeda. Tulenevalt erinevate tulemuuritarkvarade

kasutajaliideste erinevustest kaesolevas juhendis antud teemat Iahemalt ei kasitleta.

17



1.4 Paigalduse kontrollimine

Kasutajanime olemasolul logi sisse jaatmejaama kontrolleri rakendusse ja proovi ID-kaardi

lugemise nuppu uue tehingu sisestamisel vastavalt tavaparasele to0oprotsessile.
Kasutajanime puudumisel toimi jargnevalt:

1. Kaivita teenus

2. Sisesta ID-kaart kaardilugejasse

3. Ava veebilehitsejas aadress https://localhost:50000/

4. Kontrolli, et kuvatakse kaardiandmeid

e ey =

[ httpsi/flocalhost50000 X \ -

l(— C' | & Secure | https)/localhost:50000 b

25 Apps W Bookmarks

0K

ESTEID_CITIZENSHIP=EST
ESTEID_DATE_OF_BIRTH=15.12.1982
ESTEID_DOCUMENT_MR=AAB511856
ESTEID_EXPIRY_DATE=22.07.2@18
ESTEID_GIVEN_NAMES1=ESKO
ESTEID GIVEN_MAMESZ=
ESTEID_ISSUING_DATE=22.87.2013
ESTEID_PERMIT_TYPE=
ESTEID_PERSOMAL_ID=38212154213
ESTEID PLACE_OF_BIRTH=EESTI
ESTEID_REMARK1=
ESTEID_REMARKZ=
ESTEID_REMARK3=
ESTEID_REMARK4=

ESTEID_SEX=M
ESTEID_SURMAME=HAAS

=

18


https://localhost:50000/

1.5 Kaivitamine

Teenuse kaivitamiseks kaivita otsetee.

@@vlz Desktop »

[=) Open Print

E-mail Burn MNew folder

Organize =
¢ Favorites “ | Libraries
System Folder

4 Downloads

=1 Recent Places

Ml Desktop L] L Computer
=SS System Folder

Bl Desktop
o = =| Control Panel
4 Libraries = [
| System Folde

=| Documents
. Music

k= Pictures

§ Podcasts
Subversion
B Videos

2 Esko

M Computer
€l Metwork
[53 Control Panel
© RecycleBin
ID-kaart

File folde

j L ID-kaart

id-kaart.crnd Date modified: 5.02.2018 13:31
Size: 752 bytes

Windows Command Script

Recycle Bin

Systern Folder

id-kaart.cmnd
indows C

Date created: 23.03.2018 12:31

BX ChWindows\system32\omd.exe

ID-kaardi isikuandmete lugemise
Geodata Arendus 2018
Staatus: Alustamine

utiliit
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Teenus on valmis jaatmejaama rakendusest tulevatele paringutele vastamiseks.

BEX Ci\Windows\system32\cmd.exe | —m| =l |ﬂh

ID-kaardi izikuandmete lugemize utiliit
Geodata Arendus 2018

Staatus: Alustamine
Staatus: Loetud andmed ID-kaardilt numbher AADS11856

1.6 Peatamine

Teenuse peatamiseks sulge aken.



